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Abstract

In today’s digital era, avatars have metamorphosized their conventional role, emerging as important tools for safeguarding
digital identities in response to the prevalence of facial recognition technology. This article-case study explores the
expanding importance of avatars, not only as representations of identity but as protective shields in the digital space.
Avatars, once confined to gaming and virtual worlds, now play a crucial role in digital identity formation across various
fields. The case study on avatar generation in facial recognition technology with eKYC highlights sophisticated security
measures, and fusion of facial recognition, eKYC, artrimetrics and avatar authentication signals a new era where avatars
play a pivotal role in retail industry. This study anticipates the growing integration of avatars into our social existence,
offering innovative solutions for identity management and security in the digital realm.
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1. INTRODUCTION

In today's time, avatars are taking on greater
importance, changing how we interact in digital spaces.
Avatars are a building block of the metaverse. Considers
the important role that avatars and digital identities will
play in the development of an open, inclusive and
interoperable metaverse of the future [1]. This shift is
especially  significant given facial recognition
technology's capabilities. While convenient, facial
recognition's prevalence has increased reliance on
avatars as alternative digital identities. Moving beyond
their conventional gaming and virtual world uses, avatars
now serve a more practical purpose: these personalized
icons allow people to safely navigate the digital realm
without revealing nuances of their facial features.

The expanding role of avatars as representations
of identity reflects their growing importance and ability
to balance the benefits of facial recognition with the need
to protect privacy in digital interactions. As technology
advances, avatars emerge not just as virtual personas but
as critical tools for managing digital identity, indicating
broader recognition of an evolving landscape where
facial data risks misuse without protective mediation.

With regards to the communications and digital studies
fields, virtual worlds are considered as places for digital
identity formation, including virtual platforms like social
media [2].

2. Understanding Avatars

In the late 20th century, term avatar was
adopted by popular culture and scientists studying
human-computer interaction as a definition for a digital
representation of humans in some type of online or
virtual forum (i.e., virtual reality). An avatar is a
perceivable digital representationl whose behaviors are
executed in real-time by a human being [3]. Nakamura
argued that the use of graphical, visual avatars in place
of text-based names and description creates a new
domain and social experience online [4]. Avatars serve
as a proxy for the digital self; digital spaces can function
as mediated social environments [5]. An Avataris a
computer representation of users in a computer-
generated 3D world, used primarily in chat and
entertainment web sites [6]. According to Fred Miao [7],
advances in computer technology have supported the
proliferation of virtual characters, broadly known
as avatars, which they define as digital entities with
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anthropomorphic appearance, controlled by a human or
software, that have an ability to interact. An avatar is a
virtual representation of an individual or group that acts
as a proxy for communication and interaction with other
services [8]. An avatar is an agent that represents a
person in virtual worlds, with the potential to enhance the
human condition [9]. According to Forbes [10], avatars
are more than a mere digital face swap; by using avatars
turbocharges their online personas resulting in a
dynamic culture of innovation that champions every
voice, enhances teamwork and develops diverse
perspectives, all while cranking up the creativity dial.

According to author Avatars are digital
representations of users that enable communication and
interaction in virtual services and environments. They
are Digital entities with anthropomorphic appearance,
controlled by a human or software, that have an ability to
interact.

3. Avatars for Authentication

Avatars are taking on a new role as a secure
form of authentication in the digital world. Once known
only as digital representations in games or virtual spaces,
avatars are now emerging as unique identifiers for
individuals. Rather than using traditional passwords or
biometric data, avatars provide a personalized and
visually distinctive method to verify identity. To use
avatars for authentication, unique digital representations
are created for each user, incorporating characteristics
like facial features or customizable elements. This boosts
security while also improving user experience, as the
authentication process becomes more intuitive and
engaging visually. Avatar authentication meets the
growing demand for strong security in the digital world.
By using avatars, people can protect their online
presence effectively yet easily, unlike old authentication
methods. As technology progresses, avatars are

transforming from mere virtual personas into vital tools
for guaranteeing authentic and secure online interactions.

Avatar authentication is a new way to view
information based authentication which utilizes fake
personas (an Avatar) that can be created by users in order
to authenticate themselves. The use of an Avatar is
intended to thwart attackers who are otherwise able to
obtain personal information about a user [11].

In method described by Nicholas [11], users
create an Avatar representing a fictitious person, and
later use the Avatar's information to authenticate
themselves. The Avatar Profile consists of basic
identifying information (e.g., name, address) as well as
personality information (e.g., pets, interests). This info is
pseudo-randomly generated from a large corpus of
information. For authentication purposes, a small amount
of the Avatar Profile information is used to respond to
challenge questions.

3.1 Artrimetrics

It is the algorithmic processes for creating
avatars from facial features. The focus is on the
robustness of algorithms that automatically extract facial
features, modify them, and generate personalized
avatars.

The system proposed [12], called the Egaokun
Automatic Avatar Building Tool (figl), it proposes to
customize avatars by using face recognition technology
to process raw images of the face. Egaokun finds the face
within the digital image and positions a grid on specific
facial markers which can then be used to creatively
manipulate the facial features. Simulation experiments
show that the framework not only completes the
decentralized authentication between avatars but also
achieves the virtual-physical tracking.
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Figure 1. Major functional modules of the

Egaokun avatar generation system.

Another paper [13], proposes a mechanism to
achieve the KYC process by verifying user identity using
smart contracts. Users obtain an SBT (Soul Bound
Token) from the metaverse service provider through the

DID (Decentralized Identity) credential issued during the
KYC process. The identity verification of avatars occurs
within smart contracts, ensuring user privacy and
protection through ZKP (Zero Knowledge Proof).
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1) Users provide their DID to the credential issuer
and submit the information required for KYC
processes, similar to providing information for
an ID card. Once the user’s information is
verified, the issuer delivers a credential that can
demonstrate qualifications and identity, similar
to a form of identification.
Users store the credential in their wallet.
The service provider creates a smart contract to
verify and generate the SBT with specific
permissions, then deploys this contract onto the
Ethereum network.
Users create a presentation by adding their
signature to the credential and generating proof
that fulfills the conditions established in step
(3).
The smart contract verifies the proof provided
by the user and, if the conditions are met, issues
the SBT to the user’s wallet address.
Users log in to their avatars using the wallet
address where the SBTSs are stored.
In a specific service, permission for usage is
granted based on the presence of an SBT

2)
3)

4)

5)

6)

7)

The system by Paco et al., [14], enhances
security in virtual environments by using avatars with
unique identifiers. Transoms, each with a specific
identifier and location, are registered with an identity
provider. The avatar is authenticated through a shared
secret, and the identity provider responds with avatar
details, including reputation information gathered from
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external sources. This reputation data is based on a trust
matrix, ensuring the reliability of both the avatar and the
user. Overall, the system creates a secure and trustworthy
interaction environment for users utilizing avatars in
virtual spaces.

Zhang et al., [15], presented a streamlined two-
factor authentication system using biometrics and
chameleon signatures for avatars. The first factor ensures
the verifiability of an avatar's virtual and physical
identity. To address efficiency and key holding costs,
they introduced a chameleon collision signature
algorithm linking the avatar's virtual and physical
identity. Additionally, they devised two decentralized
authentication  protocols for real-time identity
verification in the physical world. Security analysis
confirms the framework's consistency and traceability,
while simulations demonstrate decentralized avatar
authentication and effective virtual-physical tracking.

Below [11], described some additional detail
involved in this design, and include a couple of screen-
shots from our current prototype implementation. The
design focuses on the creation of an Avatar Profile
during user registration. The AP includes information
that would likewise be associated with a real person, e.g.,
name, family. From this information, the user will then
choose three challenge questions where the answers
relate to the information contained in the AP. The AP
which builds upon elements used elsewhere for fake
name generation, consists of two parts: the Avatar User
Profile (AUP), and the Avatar Personality (APY).
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Avatar Authentication

Avatar User Setup Avatar User Profile

Change any of the following attributes to

Once that you are satisfied with both the
avatar user profile and picture click on the
next button to proceed to the avatar user
personality selection screen.

Expiry Date: 3/2011

Occupation:

GastoneBeneventi@example.com

generate the desired avatar user. Keep Name: Gastone Beneventi
pressing the generate button until you get .
an avatar profile that matches your Address: Piazza Guglielmo Pepe, 51
prsferences. City & PostCode:  Castelraimondo, 62022
Gender: Male ¥ Email:
Name set: American v Password: iDaeleighoh
Country: Australia e Phone: 0323 2056307
Mother's Maiden A
Name: Ll
To change the avatar user profile picture = Birthday: June 4, 1982
click on the change button until you get a .
profile picture that you are happy with, Visa: 4929 6941 6458 4229

Dressing room attendant

informatics E&2

(Page 5/11)

Next

Avatar Authentication

Step 4. Avatar User Personality Setup

Avatar Personality

Change any of the following personality attributes by clicking on the change buttons on
the left hand side of the screen. Click on any image to get more details on the specific
itern,

Pets: Hermony, Danta

Yacations: Shenzen, London

[ Change Vacations ]

Siblings: Gjyla, Irem-Nur, Thssan, Swapnil
= D [ £,
Change Siblings 4
Parents: Sokol, Sarala

Change Parents . W

Top Friends: Seyda, Valeriya, Gweneth, Gilke, Soreya

FW AN

Character:

Skills: espionage, forgery,

Advantages: Intuition, Natural Weapon, Voice, Natural,

[ Change Character J Disadvantages: Diseased, One Eye, Fetish/Deviant: Bestiality,
Necrophile, Voyeur, Asexual,

Attributes: water, attractiveness, confidence,

Once that you are satisfied with these personality attributes click on the save button to
terminate the avatar profile user setup,

Previous

informatics

(Page 6/11)

Avatar User Profile

Below please find a summary of the avatar
user details that you generated in the
previous step,

If you want to change any of the above
information click on the previous button on
the left hand side of the screen,

Fig. 3

© 2024 | Published by Scholars Middle East Publishers, Dubai, United Arab Emirates

168




Vivek Gujar; Saudi J Eng Technol, Mar, 2024; 9(3): 165-172

To continue, the user populates the Avatar
Personality (APY) as depicted in above both Figure 2,
consisting of information about pets, vacations taken,
family (siblings & parents), friends, as well as various
character traits

creates avatars with IndoAI’s eKYC app. The entire
process briefed step by step, starting from pulling out
facial features to using smart algorithms. The case study
not only highlights how avatars are made but also
emphasizes the effectiveness and safety measures put in
place by IndoAl during the avatar creation process. The

4. Case Study: Avatar Generation with Facial
Recognition Technology+eKYC by IndoAl

In this part, take a look below flow digram at

how IndoAl, a facial recognition technology company,

case study showcases the effectiveness and security
measures embedded in the avatar creation process.

Avatar Generation* with Facial RecognitionTechnology+eKYC

Upload Selfie

* Proposed: With input from Eric Fonseca & Ashwani Rathod
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R
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CELEBRITY Security Measures
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thru eKYC tocer securiy code Algorithm1 ANIMAL ) e
App )l Sree Facial Features + Algorithm2 1.8 VELER?
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\ ) CUSTOM ‘ e
./

Fig. 4
Avatar  Generation in  Facial Recognition 7.
Technology: A Detailed Flow
1. User Input in IndoAl's eKYC App: User provides
Aadhar number, mobile number, name, and a selfie
in the IndoAl's eKYC app.
8.

2. OTP Verification: The app sends an OTP to the
provided mobile number for verification purposes.

3. Aadhar Verification: The Aadhar number is
verified, and the latest photo (selfie) is extracted for 9.
further processing.

4. Algorithml: Facial Feature Extraction

The extracted facial features and user details are
fed into Algorithm1, which specializes in facial feature
extraction.

10.

This algorithm creates a baseline representation

of the user's facial characteristics. 11.
5. Avatar Specification Screen: User is presented

with an Avatar specification screen where they can

choose the desired avatar type:

e Face of a celebrity (non copyright)

e Animal

e Cartoon

e  Customized format

12.

6. User's Choice Input: The user selects their

preferred avatar type.

Algorithm2: Avatar Type Customization: The
user's choice is fed into Algorithm2, designed to
customize avatars based on specified types
(celebrity, animal, cartoon, or customized).

Combining Algorithm Outputs: The outputs from
Algorithm1 (facial features) and Algorithm2 (avatar
type customization) are combined through a
complexing process.

New Algorithm Formation: A new algorithm is
formed, incorporating both facial features and the
chosen avatar type preferences.

Avatar Generation: The combined algorithm
generates a unique avatar based on the user's facial
features and the chosen type (celebrity, animal,
cartoon, or customized).

Security Measures: Throughout the process,
security measures are embedded to safeguard user
data and avatar creation details.

Final Avatar Output: The user receives the final
avatar, a personalized digital representation that
uniquely combines their facial characteristics with
the chosen avatar type.

This detailed flow illustrates the step-by-step

process of avatar generation in facial recognition
technology, showcasing how user details, facial features,
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and customization preferences are intricately integrated
to create a secure and personalized avatar.

The security of the final Avatar generation
process incorporates a deliberate design choice, allowing
the underlying algorithm to be decrypted when required
for legal processes. This intentional feature ensures
transparency and compliance with legal standards,
enabling authorized access to the algorithm for necessary
legal procedures. By providing the means to decipher the
algorithm, the system strikes a balance between
safeguarding user privacy and meeting legal
requirements, demonstrating a commitment to both
security and legal compliance in the avatar creation
process.

5. Applications

The  practical application of  avatar
authentication emerges as a groundbreaking solution for
bolstering security in the digital realm. As traditional
authentication methods face increasing vulnerabilities,
avatars, once confined to gaming and virtual spaces, are
now taking center stage as unique identifiers for

individuals. In this scenario, avatars serve as not only
personalized and visually distinctive representations but
also as secure authentication tools.

Avatars for authentication introduce a novel
approach, shifting from conventional passwords and
biometric data to a more intuitive and engaging process.
Users create avatars with unique identifiers,
incorporating facial features and customizable elements,
providing a dynamic and secure method to verify their
identity. This innovation not only enhances security but
also improves the overall user experience.

Moreover, the integration of avatars into the
authentication process addresses the growing demand for
robust security measures. The system ensures a secure
interaction environment by combining unique avatar
identifiers with advanced security measures, including
shared secrets and trust matrices.

5.1 Below table provides an overview of each use case
with description and the potential impact

Use Case Description Impact

Social Media Avatars serve as users' visual identity on social media Enhances user engagement and

Identity platforms. personalization on social networks.

Virtual Avatars represent participants in virtual meetings, Improves the virtual meeting

Meetings providing a more engaging and expressive way to experience, fostering a sense of
interact. presence and individuality.

E-Commerce Avatars act as personalized shopping guides, helping Enhances user experience and

Personalization

users navigate e-commerce platforms based on their
preferences.

increases user satisfaction in online
shopping.

A virtual avatar specific for business domain, assists
businesses in providing a better virtual shopping
experience to e-commerce and online shoppers. The
avatar is an interactively personified image of the sales
algorithm which assists in directing the potential client
to their purchase [11].

Virtual Events
and Conferences

Attendees use avatars to represent themselves in virtual
events, networking, and conferences.

Facilitates networking in a more
immersive and enjoyable manner.

Gaming and
Entertainment

Avatars are central to gaming experiences, allowing
players to immerse themselves in virtual worlds.

Elevates gaming experiences,
creating a more visually appealing
and personalized gaming
environment.

Educational Avatars in online education represent students and Enhances the learning environment,

Platforms educators, fostering a sense of community and making it more interactive and
engagement. personalized.

Health and Avatars guide users through virtual workout sessions, Encourages user participation and

Fitness Apps providing visual representations of exercises. adherence to fitness routines.

Augmented Avatars guide users in AR navigation applications, Simplifies navigation and enhances

Reality (AR) offering a visually intuitive way to follow directions. user experience in real-world spaces.

Navigation

Customer Avatars represent customer service agents in virtual Improves the efficiency and user-

Service in spaces, providing a personalized and interactive support | friendliness of virtual customer

Virtual Spaces

experience.

support.

Avatar-based
Payments

Avatars act as digital wallets, allowing users to make
secure and personalized transactions.

Offers a unique and visually
appealing alternative to traditional
payment methods.
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Replacing QR Codes

Personalized

Instead of static QR codes, businesses can use

Enhances brand identity and customer

Business avatars for personalized interactions, especially in engagement, providing a more dynamic and

Interaction the retail sector. visually appealing way for customers to
interact with businesses.

Dynamic Avatars can replace static QR codes in marketing Boosts marketing effectiveness by

Marketing materials, enabling dynamic and interactive providing a more engaging and visually

Campaigns campaigns. appealing means of interaction.

Virtual Menus
in Restaurants

Avatars can replace traditional QR code menus in
restaurants, offering a more visually appealing and
interactive dining experience.

Improves the overall dining experience and
reflects a modern and innovative approach.

Interactive
Product Labels

Avatars on product labels can replace QR codes,
providing consumers with more interactive and
engaging information about products.

Enhances consumer understanding and
engagement with products.

Virtual
Business Cards

Avatars can replace static QR codes on business
cards, providing a more personalized and dynamic
way for professionals to share contact information.

Adds a modern and memorable touch to
networking interactions.

5.2 Key Takeaways [1]
Avatars as Identity Icons:

Avatars, a key metaverse element, serve as user
representations amidst the complex metaverse
ecosystem.

Web 2.0 Avatar Markets: Lucrative Ventures

The market scale of avatars, exemplified by
Web 2.0 virtual worlds, showcases its significance.
Platforms like Roblox, boasting 200 million monthly
users, highlight the substantial demand. This robust
market lays the groundwork for the potential expansion
of avatar markets in the Web 3.0 era, offering increased
incentives for creators.

The avatar

market will $528
exceed $500

billion by

2030 $269

$126

528 999
— |

2022 2024 2026 2028 2030

Projected growth of the avatar
market in billion USD'

Fourth Gen Virtual Worlds: Inclusive Innovation
Massive, interoperable, and decentralized, fourth-gen
virtual worlds integrate 3D, VR, and AR components.

Psychological Avatar Selection Factors
Psychological theories reveal that avatar choices reflect
users' identities, values, and social dynamics.

Horizontal Integration for Metaverse Growth

Collaborative projects, like integrating NFT avatars in
The Sandbox, exemplify the benefits of horizontal
integration.

Digital Self-Expression Advancements
Technological strides enable avatars in virtual worlds, as
seen with Kinetix, to express emotions and behaviors.

Web 3.0 Avatars: Untapped Potential

Web 3.0 promises transformative changes, offering
decentralized and community-owned metaverses with
NFT-owned avatars.

Avatars: Diverse Digital Identities

Avatars empower users with quasi-anonymous options,
allowing seamless shifts between roles and diverse self-
expression.

Utility-Rich Avatars beyond Visuals

Avatars offer holistic experiences beyond
visuals,  contributing to  social, educational,
psychological, commercial, and entertainment aspects.

Distinct User Profiles in Virtual Worlds
Varied user groups in virtual worlds, identified by emote
use, require tailored avenues for self-expression.

Avatars: Gateway to the Metaverse

Users, entering the metaverse via games or virtual
worlds, begin by choosing avatars that reflect their style
and interests.

Digital Fashion's Market Impact

The digital fashion market, driven by increased digital
platform usage, plays a defining role in shaping digital
identities.

CONCLUSION

Avatars are prime example of evolving
landscape of digital interactions which demands
innovative solutions for identity management and
security. They are not mere virtual personas, but have
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transcended their conventional roles and become
indispensable tools for safeguarding digital identities.

Its expanding importance in response to the
prevalence of facial recognition technology,
emphasizing as the role as protective shields for personal
identity in the digital space is explained. Avatars have
transitioned from being exclusive to gaming and virtual
worlds to becoming integral components of digital
identity formation in various fields, including
communications and digital studies. Furthermore, the
practical applications of avatars extend to authentication
processes, where they provide a secure and user-friendly
alternative to traditional methods. This not only ensures
a reliable means of identity verification but also marks a
paradigm shift in how users interact with and protect
their online presence.

The step-by-step process of avatar generation in
facial recognition technology, explained in case study
highlights the associated security measures, it becomes
evident that avatars are not just graphical representations
but sophisticated entities with the potential to
revolutionize digital security. The other methods
proposed  two-factor  authentication  framework,
chameleon signatures, and decentralized protocols
further underscore the commitment to consistency,
traceability, and real-time verification in avatar
authentication.

The fusion of facial recognition technology,
artrimetrics, and avatar authentication is poised to
redefine the way we manage and protect our digital
identities, forming a new era where avatars play a pivotal
role in the intricate landscape of online security.
Businesses, particularly in the retail sector, can now
employ avatars to enhance brand identity and customer
engagement. Avatars bring a modern touch to marketing
campaigns, menus in restaurants, product labels, and
even business cards, providing users with a more
interactive and memorable experience. As avatars
gradually replace QR codes, they usher in a new era of
visually appealing and personalized digital interactions.
Going forward, it is anticipated that avatars will become
an increasingly integral part of our social existence.
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