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Abstract  
 

This research investigates how artificial intelligence (AI) might aid data security protocols in custodian banks. The paper 

evaluates custodian bankers' preparedness to adopt AI-based security solutions and the role that AI can play in securing 

data. To collect quantitative information from attitudes, difficulties, and readiness to integrate AI, sixty-two custodian 

bankers were asked to answer a structured survey. AI significantly increases the data security in risk management and fraud 

detection, and the majority of respondents (86.67%) agreed with this finding. It is proven that organizational readiness and 

financial limits have a large influence on the adoption of AI. Respondents reported being moderately to well prepared for 

AI, although the greatest obstacle to its deployment was budgetary restrictions. Using t-tests to test hypotheses, we were 

able to find that using AI actually helped data security with a mean score of 4.25 out of 5. In regression analysis, the impact 

of institutional readiness and budgetary limits on opinions concerning AI's ability to attract investments was identified. 

Cluster analysis identified three separate custodian bank groups that had different financial capabilities and preparedness. 

Overall, the results suggest that custodian banking needs particular tactics focused on overcoming financial obstacles and 

making organizations AI-ready to promote adoption of AI. 

Keywords: AI, Data Security, Custodian Banks, Organizational Readiness, Budgetary Restrictions, Adoption Hurdles. 

Copyright © 2026 The Author(s): This is an open-access article distributed under the terms of the Creative Commons Attribution 4.0 International 

License (CC BY-NC 4.0) which permits unrestricted use, distribution, and reproduction in any medium for non-commercial use provided the original 
author and source are credited. 

 

I. INTRODUCTION 
A. The Significance of Custodian Banking and Data 

Security Overview 

Custodian banking plays a crucial role in the 

financial service industry because it offers the necessary 

services, such as minimizing financial risks, meeting the 

rule compliance, and protecting the investment assets 

[1]. Custodian banks have been put in charge of keeping 

and safeguarding assets entrusted to them by institutional 

customers, including mutual funds, pension funds, and 

sovereign wealth funds [2]. In view of the fundamental 

role of binary data that cannot be duplicated or improved 

in capital management, data security is extremely 

important. These institutions are handling large volumes 

of sensitive financial data, and, as the complexity and 

number of digital transactions increase, so do the dangers 

of fraud, data breaches, and cyber-attacks [3]. Whilst 

they might be successful in this, traditional security 

measures tend to be not so effective when up against 

increasingly sophisticated cyberthreats. Custodian banks 

are therefore increasingly installing cutting-edge 

technology such as artificial intelligence (AI) to increase 

their data security protocols [4]. 

 

B. AI's Contribution to Custodian Banking Data 

Security 

Custodian banking’s data protection has been 

completely changed by a game-changing technology: AI. 

Machine learning algorithms allow you to detect 

anomalies and threats in real time, and AI can do this 

with analysis and really large datasets that different 

people would miss. Moreover, in an AI-driven world, 

systems can take over in fraud detection, watch stolen 

transactions for any suspicious behavior, or implement 

new security measures that lock down as the threats 

change. AI can also enhance predictive prowess so that 

institutions can predict when issues will arise before they 

emerge.  

 

While this is great, there are challenges when 

using AI in custodian banking. Many custodian banks 

face the problems of significant financial limitations [5], 

a lack of technological know-how [6], and shareholder 
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and employee opposition to change [7]. Under such 

circumstances, AI must be deployed effectively, and a 

robust infrastructure that acts as a catalyst in the 

integration of AI systems in the organization is driven by 

organizational preparedness [8]. This research attempts 

to solve these issues by examining custodian bankers’ 

opinions on the possibility of AI to improve data security 

and by identifying the variables that drive its adoption. 

 

C. The Study’s Contribution and Research Gaps 

While the literature addressing the use of AI 

within banking is flourishing, fewer are concerned with 

exactly how AI affects the data security involved with 

custodian banking. However, to date, most of the work 

done by prior researchers has been focused on general 

banking and finance and has neglected to address the 

specific needs and hurdles that custodian banks confront 

in guarding investors’ private investment information. 

This study aims to fill this knowledge gap in closing by 

providing empirical insights into the opinions that 

custodian bankers have about the use of AI in protecting 

financial data. The report provides a deep understanding 

of hindrances and enablers of the adoption of AI in 

custodian banking using an assessment of budgetary 

boundaries, organizational preparedness, and the 

challenges of the adoption of AI. It will provide useful 

suggestions for better investment management systems' 

security and effectiveness for custodial banks, financial 

regulators, and AI developers [9]. 

 

II. Objectives 

• To assess how AI might strengthen the data 

security protocols and ancillary processes of 

custodial banks.  

• To find out is how custodial bankers feel about 

AI being able to reduce the risk of fraud.  

• To study the difficulties of custodian banks in 

terms of applying an AI based security solution.  

• To looking at the relationship between the 

deployment of effective AI and institutional 

readiness.  

• To investigate the monetary barriers preventing 

custodian banking to adopt AI.  

• To provide doable suggestions to regulators, AI 

developers, and custodial banks to help with AI 

integration. 

 

III. The need of the research  

This research was done to ensure that custodian 

banks are not relying on their growing dependence on 

digital technology to handle and secure mountains of 

sensitive financial data. Any data security breach for the 

custodian banks can cause them tremendous financial 

losses and big damage to the image of the bank and legal 

consequences. Although traditional security measures 

are not enough to block fraud and data breaches, cyber 

threats are becoming more complex. 

 

An opportunity to enhance data security is 

created by automating threat detection, analyzing 

massive datasets in real time, and identifying patterns 

that could be clues to a potential breach with artificial 

intelligence (AI). But there are lots of issues that get in 

the way of using AI in custodian banking: high 

implementation costs, a shortage of technical manpower, 

and resistance to change. It also isn’t clear if custodial 

banks are ready to incorporate AI tech. The empirical 

study is done to find out how AI can solve these issues 

and how to improve the security of data in the custodian 

banking industry. 

 

The research addresses a critical gap in the 

literature by investigating how AI affects data security in 

custodian banks, the variables that spur the adoption of 

AI, and insights into how to break the bottlenecks that 

hinder its deployment. The results will help inform 

scholarly discussions and useful tactics for improving 

data safety in the banking sector. 

 

IV. METHODOLOGY  
A quantitative research technique to evaluate 

the effect of AI on the security of custodian banks' data 

is adopted. I created and sent a structured questionnaire 

via Google Forms to 60 custodian bankers. This was used 

to gather demographic data and answers to institutional 

preparedness, adoption barriers, and the perceived 

efficacy of AI on data security. The questionnaire 

comprised multiple-choice, open-ended as much as 

possible, and Likert scale items, in order to provide a 

comprehensive examination of both quantitative and 

qualitative data. 

 

Stratified sampling was used to ensure the 

sample consisted of a wide number of custodian bankers 

by gender, age, experience, and institutional readiness. 

The acquired data was then statistically analyzed using 

descriptive and inferential analysis. Therefore, 

descriptive statistics (mean, median, standard deviation, 

and percentage) were used to compile the opinion of the 

respondents on the effect of AI on data security. 

 

Inferential statistics were used to test 

correlations of different parameters. A correlation study 

examined the relationship between institutional 

preparation and perceptions that AI will enhance data 

security; a chi-square test was used to assess whether 

career experience level and perceived readiness for AI 

deployment are related. Also, using a t-test, we tried to 

see if using AI really enhances data security 

substantially. Regression analysis was used to determine 

the effect of organizational readiness and budgetary 

limitation on opinions of AI's efficacy. 

 

The final step was to divide respondents into 

groups, based on their beliefs about AI, financial 

limitations, and readiness, using a cluster analysis using 

k-means clustering. This allowed the sample to be 

grouped uniquely and also provided insight into ‘focused 

adoption’ packages for AI. 
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V. Data Collection 

The data gathering section explains the 

approach in getting responses from custodian bankers on 

how artificial intelligence (AI) can improve data 

security. It provides a full account of the survey's 

methodology through participant demographics and the 

questions used to gauge attitudes, difficulties, and 

preparedness for the adoption of AI. 

 

Table 1: Demographic Information Of Respondents (Previously Provided) 

Demographic Factor Categories Frequency Percentage (%) 

Gender Male 38 63.33 

Female 22 36.67 

Age Group 21–30 years 20 33.33 

31–40 years 25 41.67 

41–50 years 10 16.67 

Above 50 years 5 8.33 

Experience (in years) Less than 5 12 20 

5–10 30 50 

Above 10 18 30 

 

 
Fig. 1: AI can significantly improve data security measures 

 

 
Fig. 2: AI-based systems reduce the risk of fraud in investments. (Response Options: Yes, No, Maybe) 
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Fig. 3: Adoption of AI tools requires substantial financial input. (Response Options: High, Moderate, Low, None) 

 

 
Fig. 4: Custodian bankers are prepared for AI implementation 

 

 
Fig. 5: Challenges in adopting AI for data security 
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VI. RESULTS AND ANALYSIS 
In this part we present the findings and the 

statistical analysis of the data collected from 60 

custodian bankers to study the effects of artificial 

intelligence (AI) on data security in investment banking. 

The study does so to ensure there’s a complete 

knowledge of demographics, inferential statistics, 

hypothesis testing, and other sophisticated statistical 

testing. 

Null Hypothesis (H₀): AI can’t directly improve data 

security protocols significantly in custodian banking. 

Alternative Hypothesis (H₁): AI directly improves data 

security protocols significantly in custodian banking. 

 

A. Descriptive Statistics 

 

Table 2: Summary of Responses 

Metric Mean Standard Deviation Median Range 

Perception of AI improving data security 4.25 0.85 4 3 

Risk reduction with AI-based systems 4.35 0.73 4 3 

Preparedness for AI implementation 3.33 0.98 3 3 

Financial constraints for AI adoption 4.48 0.61 5 2 

 

B. Inferential Statistical Analysis 

Chi-Square Test for Independence 

We wanted to assess the relationship between AI experience levels and perception on readiness for AI 

implementation. 

 

Table 3: Chi-Square Test Results 

Variables Tested Chi-Square Value Degrees of Freedom p-Value Interpretation 

Experience vs. Readiness Level 9.15 6 0.16 No significant relationship 

 

C. Correlation Analysis 

Relationship between perception of AI improving data security and readiness for AI implementation 

 

Table 4: Correlation Results 

Variables Correlation Coefficient (r) p-Value Interpretation 

AI perception vs. Preparedness 0.68 0.001 Moderate positive correlation 

 

D. Hypothesis Testing 

A t test was conducted comparing the mean scores for 'AI significantly improves data security' versus the neutral 

midpoint (3) of the Likert scale. 

 

Table 5: T-Test Results 

Metric Mean t-Value p-Value Interpretation 

AI improves data security 4.25 11.02 <0.001 Significant improvement indicated 

 

Since p value is less than 0.05, we reject the null 

hypothesis (H0), and conclude that for data security 

measures, AI implementation significantly improves the 

measures. 

 

E. Regression Analysis 

Based on financial constraints and institutional 

preparedness, we constructed a regression model to 

predict perceived improvement in data security. 

Table 6: Regression Model Summary 

Predictor Variables Coefficient (β) Standard Error p-Value Interpretation 

Financial Constraints -0.23 0.08 0.005 Significant negative relationship 

Institutional Preparedness 0.52 0.07 <0.001 Significant positive relationship 

 

It explains 62% of variance in perceiving that 

the perception will improve security of data (R² = 0.62). 

 

F. Advanced Analysis: Cluster Analysis 

We segment respondents into groups using k 

means clustering, based on preparedness, financial 

constraints, and AI perception responses. 
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Table 7: Cluster Characteristics 

Cluster Preparedness Level Financial Constraints AI Perception Frequency 

1 High Low High 22 

2 Medium Medium Moderate 25 

3 Low High Low 13 

 

Using tailored AI deployment tactics, this 

research identifies some populations that could be 

targeted. 

 

VII. INTERPRETATION AND IMPLICATIONS 

They find that AI does enhance data security, 

albeit in a statistically significant way, and that perceived 

advantage and institutional preparedness are strongly 

correlated. Financial constraints are barriers as shown by 

their negative effect on security perceptions. Clustering 

analysis provides actionable insights for segment-

specific AI adoption plans. 

 

VIII. DISCUSSION 
The study says that artificial intelligence has 

much potential to assist in safeguarding investment 

banking data. Most respondents likely agreed in general 

that real time AI technologies like threat detection and 

fraud prevention can help security. Our findings are 

consistent with the assertions of earlier studies that it is 

likely that AI can greatly lower risks and enhance 

operation efficiency in financial systems [13-16]. 

 

First, we observe a high correlation between 

institutional preparation and perceived security 

advantages, and infer evidence that being ready to adopt 

AI matters. The ongoing research is in line with analysts 

who have long argued that strong organizational 

structures play an essential role in AI integration [14-18]. 

This again aligns with what we have verified by research 

that financial constraints are a key hurdle to the 

acceptance of such ‘AI driven’ solutions as enterprises 

tend to refrain from investing in AI driven solutions 

primarily due to high up-front costs [17]. 

 

Now, worth mentioning is that the regression 

study revealed a negative correlation between perceived 

security improvements and budgetary restrictions which 

suggests that cheaper AI solutions could in fact spur 

higher usage of such technology. This is consistent with 

the point that large technology implementation requires 

flexible and scalable technology implementation [15]. 

 

Furthermore, cluster analysis revealed that 

these respondents who were allocated more, who were 

better prepared, trusted the AI more because it had bigger 

effect. According to the segmented technology adoptive 

approaches as a function of the financial health, such a 

result is expected [19]. 

 

Given that, this study hypothesized and tested 

the null hypothesis that AI has low impact on improving 

data security and rejected it. That makes the case all the 

stronger for placing AI on top of security frameworks. 

This aligns with wider talk in the banking security area 

about the importance of AI for security and its ability to 

address new threats [20]. 

 

IX. RESEARCH GAP 

Although the corpus of literature on AI in 

banking is growing, it is much less visible so far for 

custodian banking and its particular requirements in 

terms of data security. Currently, most research 

regarding AI is related to its application in general 

banking applications such as credit risk assessment, 

transaction monitoring, and customer service. However, 

custodial banks have particular requirements for such 

data protection because they handle quite a lot of 

sensitive investment information. There has not been 

much work done into using AI in this niche field. 

 

In addition, however, despite studies of the 

general problem of AI adoption, there is little study of 

the specific obstacles that custodian banks face, such as 

budgetary limits, a lack of technical knowledge, or 

resistance to technological change. Custodian banks are 

still not prepared for AI adoption, with very few studies 

of how they would respond to data protection data issues. 

It’s important as custodian banks are part of the world 

where investments are managed and how they can handle 

data adequately extends to their business as well as the 

financial industry as a whole. This research helps to fill 

this knowledge vacuum by delivering actual data on AI 

adoption in custodian banking and insights into the 

components that lead to successful AI deployment within 

data protection. 

 

X. SUGGESTIONS FOR THE FUTURE 

The results of the study, in light of the research 

discussions, provide several suggestions for custodian 

banks that wish to deploy AI-based data security 

technologies. First, in terms of organizational readiness, 

custodian banks must ensure that organizational 

stakeholders get the required AI technology training and 

have the infrastructure required to enable AI integration. 

Funding AI educational initiatives, hiring technical 

specialists, and setting up a dedicated team of AI strategy 

to oversee execution. 

 

Second, the research revealed that banks should 

also begin thinking about exploring the possibility of 

affordable AI options addressing the budgetary 

limitation discovered in the research. AI suppliers 

capitalize banks to create flexible and scalable solutions 

while reducing implementation costs, which in turn 

benefits the newest security technology. 
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Third, banks have to foster an innovative and 

flexible environment. If they could emphasize the long-

term advantages of using AI, which are security, 

efficiency, and compliance, then they might get over 

their reluctance to embrace AI. On the contrary, 

obtaining positive acceptance for your change effort 

depends on involving stakeholders and staff in the 

change process. 

 

Finally, regulators could actively promote the 

use of AI if they provided custodian banks with financial 

incentives, best practices, and clear rules to assist them 

to overcome implementation hurdles. While these tips 

help custodian banks to improve data security and 

smooth integration of AI, there are others. 

 

XI. LIMITATIONS 
The basis for these study's shortcomings is 

numerous variables that could affect the results' 

profundity as well as generalizability. However, external 

validity to the larger population of custodian banks may 

be limited because of the sample size of 60 custodian 

bankers [21]. The respondents to the survey were only a 

subset of the respondents and probably do not adequately 

represent the range of opinions and experiences found in 

different geographical areas or types of custodian banks. 

Second, the self-reported data the study used was 

collected using a structured questionnaire and may be 

biased by social desirability or by a faulty record of 

experience [22]. The cross-sectional design of the study 

further limits its ability to quantify the long-term effect 

or pattern in the adoption of AI over time. More 

critically, the research did not account for all the factors 

that can determine how AI is used, for example, specific 

technical infrastructure or industry rules that could vary 

from place to place, the effects of data security in 

custodian banks. Other stakeholders, such as customers 

and regulators, are left out, with the research primarily 

focusing on custodian bankers’ opinions, which is last 

but not least. The kind of restrictions indicated on these 

avenues needs to be further investigated in further 

studies, particularly in light of longitudinal research and 

increased stakeholder participation [23]. 

 

XII. CONCLUSION  
This research demonstrated that artificial 

intelligence (AI) can hugely expand the custodian bank's 

ability to detect fraud, reduce risk, and secure its 

customers private investment information. But the 

results show how AI can be used to create stronger data 

security protocols, more so when accompanied with a 

strong organizational structure and enough tech 

knowledge. In addition, the study also identifies financial 

limitation as one of the key impediments to the adoption 

of AI and suggests that there is deliberate financial 

planning and affordable solutions needed for broader 

adoption. 

 

In addition, the research also concluded that the 

adoption of AI successfully requires institutional 

readiness. Specifically, banks that are more equipped and 

have fewer restraints on their budgets would be more 

likely to see AI as a helpful tool to better improve on data 

security. Additionally, cluster analysis demonstrated that 

each custodian bank faced different problems that 

necessitated distinct approaches embraced for the use of 

AI. These findings offer useful advice for creating AI-

based security solutions for custodial banks, AI 

developers, and financial regulators who wish to advance 

AI-based security solutions. 

 

In conclusion, AI has the potential to render 

custodian banking’s data security completely 

transformed, but implementation of the technology will 

hinge on the elimination of financial obstacles, increased 

organizational readiness, and the development of an 

innovative culture. Future studies might investigate the 

way in which adopting AI influences security and 

efficiency in the long run of investment management and 

how scalable AI solutions are across financial 

environments. This research on artificial intelligence in 

banking and in the context of custodian banks contributes 

to an expanding corpus of research and delivers clear, 

practical recommendations for improving data security 

in custodian banks. 
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