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In the modern world, information security plays a key role in protecting data, financial transactions and personal
information from cyber threats. Every year, the number and complexity of cyber-attacks grow, which requires information
security specialists not only to have deep knowledge, but also to be able to quickly adapt to new challenges. Globalization
leads to an expansion of the scale of interaction and data exchange, which, on the one hand, contributes to the development
of technology and the economy, and on the other hand, creates new risks and threats. In the context of globalization, it is
especially important to prepare students for future professional activities in the field of information security, providing
them with relevant knowledge and skills. Educational institutions are faced with the task of developing and implementing
effective training programmers that allow students to master advanced technologies and methods of information protection.
An important aspect is the integration of innovative approaches into the educational process, such as the use of virtual
reality, simulations, project-based learning and cooperation with industry. This article aims to study modern challenges in
the field of information security, analyze existing programmers for training specialists and suggestions for their
improvement. New methods and approaches to training, development and implementation of educational standards, as well
as examples of successful integration of innovative technologies into educational programmers will be considered. The
purpose of the article is to suggest ways to improve the training of students in the field of information security so that they
can effectively counter cyber threats in the context of globalization
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INTRODUCTION sophisticated and complex, which requires new

N approaches to ensuring security (see Fig. 1).
In recent years, there has been a significant PP g v ( 9-1)

increase in the number of cyber threats, which is
associated with the development of information
technology and the increase in the number of users of
digital devices. Cyber-attacks are becoming increasingly

Traditional methods of protection, such as
antivirus programs and firewalls, are no longer able to
fully resist new types of threats. Globalization has a
significant impact on information security, opening new
opportunities for cybercriminals.
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Fig. 1: The Impact of Globalization on Information Security [https://spycloud.com/blog/5-takeaways-from-ibms-
cost-of-a-data-breach-report-2024/]

Increased international cooperation and cross-
border transactions lead to an increase in the volume of
data exchange and the complexity of managing
information flows. Companies and organizations
increasingly interact with partners and customers from
different countries, which requires ensuring security at a
global level.

In the context of globalization, there is a
growing need to develop and implement international
security standards and protocols. However, differences
in legislation and approaches to ensuring security in
different countries create additional complications.
Cybercriminals can exploit weaknesses in security
systems to carry out attacks, which requires joint efforts
at the international level to counter these threats.

Information  security is becoming an
increasingly important topic on a global scale, and many
countries are paying significant attention to developing
educational programs aimed at preparing qualified
specialists in this field. In the United States of America,
for example, many universities and colleges offer both
undergraduate and graduate programs in information
security. Universities such as Carnegie Mellon
University and the Massachusetts Institute of
Technology are known for their extensive and advanced
programs that include both theoretical and practical
training [1].

There is also significant interest in training
information security specialists in Europe. Universities
such as the Darmstadt University of Technology in
Germany and the University of Cambridge in the UK
offer programs that emphasize an interdisciplinary
approach that includes both technical and legal aspects

of information security. In Asia, universities such as
Japan and South Korea are actively developing
educational programs aimed at studying advanced
technologies and methods of ensuring information
security [2].

Despite the challenges, there are many
examples of successful programs and initiatives that can
serve as models for other educational institutions. For
example, the SANS Institute offers extensive courses and
certification programs that help professionals develop
their skills and gain up-to-date knowledge in the field of
information security. SANS courses include both
theoretical classes and practical exercises, allowing
students to apply the acquired knowledge in practice
[3,4].

In the UK, universities actively collaborate with
government and private organizations to create
programmed that meet modern requirements.
Universities such as Cambridge and Oxford integrate
real-life cases and projects into the curriculum, which
helps students better understand and apply theoretical
knowledge in practice [5].

In Japan, universities also offer programs that
include practical training and collaboration with
organizations such as the DETER Technology Research
Center, allowing students to gain experience with
advanced technologies and information security
techniques. These programs demonstrate the importance
of integrating theoretical training with practical skills to
enhance the competence of future professionals [6,7].

Despite the efforts to create and develop
educational programs in information security, there are a
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number of problems and shortcomings that need to be
addressed. One of the key shortcomings is the lack of
qualified teachers with both theoretical knowledge and
practical skills in the field of information security. This
limits the ability of students to obtain relevant and
practical knowledge necessary to work in a rapidly
changing digital environment. Another problem is the
lack of funding and resources for the development and
updating of curricula. As a result, many programs do not
have time to adapt to new challenges and threats arising
in the field of cybersecurity. In addition, some
educational institutions do not pay sufficient attention to
practical classes and internships, which reduces the level
of preparation of students for real work.

These examples show that successful
information security training programs not only provide
students with theoretical knowledge, but also actively
engage them in practical activities, which allows them to
develop the necessary skills and be better prepared for

the challenges of today's digital environment.
Undoubtedly, globalization and internationalization are
processes that are interconnected in a certain way, but
most likely they can be considered dialectically opposite,
even though both are, in essence, forms of one
phenomenon — international integration (see Fig. 2).

In the context of globalization, it is important to
implement international standards and certifications in
educational programs on information security.
International standards, such as ISO/IEC 27001,
establish uniform requirements for information security
management and data protection. The implementation of
these standards in educational programs helps to increase
the competence and literacy of their students, which is
necessary to ensure a more peaceful environment in the
world, in which understanding of international problems
and cooperation in their solution will be a very important
condition for ensuring quality of life and maintaining
economic, social and cultural development.

International integration in higher education
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Fig. 2: Forms of international integration in the field of higher education

The problem of the competence-based approach
in the system of higher education does not lose its
significance in connection with the continuous process
of improving the modern system of educational
standards, the purpose of which is the formation of a
competent specialist. Competency is vital to enable
people and countries to thrive in an increasingly
complex, interconnected and rapidly changing world.
The OECD Learning Compass 2030 establishes a broad
“learning framework”, emphasizing the competencies
essential for students to thrive by 2030 rather than
focusing on measurable assessment criteria. While the
notion that “what gets measured gets treasured” is
common, this framework values aspects of learning that
may not yet be quantifiable. Recognizing the intrinsic
value of education, the framework incorporates diverse

learning approaches within a flexible structure. It also
serves as a reference for assessment initiatives, guiding
discussions on prioritized learning areas for monitoring
and supporting student progress. Importantly, the OECD
Learning Compass 2030 is not a “curriculum
framework”. It acknowledges the significance of formal,
non-formal, and informal education alongside traditional
curricula. As 2030 approaches, understanding the
multiple dimensions of learning—whether in schools, at
home, or within communities—becomes increasingly
crucial. Countries in which people develop strong
competencies, engage in lifelong learning and use their
competencies fully and effectively at work and in society
are more productive, innovative and trustworthy, have
better health outcomes and a higher quality of life (see
Figure 3).

© 2025 | Published by Scholars Middle East Publishers, Dubai, United Arab Emirates 587



Kymbat Saginbayeva et al, J Adv Educ Philos, Dec, 2025; 9(12): 585-594

Take action
for col &

Global
competence

Understand
and appreciate
the perspectives
and world views
of others

Fig. 3: OECD Framework for Competence Development

The integration of industry experts into the
educational process also helps improve the quality of
students’ training. Joint projects, guest lectures and
internships allow students to gain practical experience
and better understand the real problems and challenges
they may face in their professional activities. The
problem of competence-based approach in the system of
higher education emphasizes the importance of
developing and implementing flexible and adaptive
curricula, international standards and certifications, and
training qualified teachers to ensure a high level of
training for information security specialists in the context
of globalization. This implies the ability to quickly
update teaching materials and teaching methods in
accordance with current challenges and new
technologies.

The flexibility of the programs includes
considering the diversity of threats and methods of their

prevention, as well as the use of an interdisciplinary
approach covering technical, legal and managerial
aspects of information security. Flexible and adaptive
programs enable students to gain up-to-date knowledge
and skills needed to effectively counter modern cyber
threats. This includes the use of innovative teaching
methods such as project-based learning, simulations and
virtual reality, which enable students to apply theoretical
knowledge into practice and develop critical thinking.

The European Digital Competence Framework
for Citizens, known as Dig Comp, offers a tool to
improve the digital competence of citizens [6]. Digital
competence is crucial in modern society, enabling
successful integration into the digital economy,
education, and social processes. Table 1 shows how Dig
Comp 2.0 defines the key components of digital
competence in 5 areas.

Table 1: Key components of digital competence in Dig Comp 2.0

Category Description

Information and

data literacy digital content.

Identifying information needs, retrieving and evaluating digital data, managing and organizing

Communication

Interacting and collaborating through digital technologies, considering cultural and generational
and collaboration | diversity, engaging in digital citizenship, managing digital identity and reputation.

Digital content

Creating and editing digital content, integrating information while respecting copyright and
creation licenses, providing clear instructions for computer systems.

Safety Protecting devices, data, and privacy, ensuring physical and psychological well-being,
understanding digital technologies' impact on social inclusion and the environment.

Problem solving

Identifying and resolving issues in digital environments, utilizing digital tools for innovation,
staying updated on technological advancements.

Developing digital skills enhances
competitiveness, promotes social inclusion, and drives
innovation. The Key Aspects of Digital Competence
encompass information literacy, communication, content
creation, safety, and problem-solving—elements defined
in Dig Comp 2.0 and other international frameworks.

1. Economy and Employment: Digital skills are
essential for career growth and competitiveness.

2. Education: Technology expands learning
opportunities, providing access to information
and new teaching methods.

3. Safety: Understanding cyber risks helps protect
data and prevent digital threats.

4. Digital Citizenship: Participation in society
through digital platforms facilitates access to
services and interactions.
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5. Innovation: Digital tools foster creativity and
analytical thinking.

Comparing Dig Comp with Other Frameworks
reveals that Dig Comp is widely used in the EU and
focuses on digital skill development in both professional
and everyday life. Other models emphasise technical
aspects, pedagogy, or business innovations. Digital
competence development is a key factor in sustainable

social and economic progress, ensuring the effective use
of technology and preventing digital divides. It was first
published in 2013 and in 2016 the JRC published Dig
Comp 2.0, updating the terminology and conceptual
model and showing examples of its implementation at
European, national and regional levels. The initial three
qualification levels were expanded to eight levels. Dig
Comp 2.0 includes 6 areas of digital competence (see
Fig. 4).

Fig. 4: Areas of digital competence

In 2017, EU member states underlined their
commitment to providing learners with the “best
education”. The European Council called for European
education and training systems to be “fit for the digital
age” [11].  Certifications such as the Certified
Information Systems Security Professional (CISSP) and
Certified Ethical Hacker (CEH) allow students to have
their competencies recognized internationally. Including

preparation for international certifications in curricula
increases the competitiveness of graduates in the global
labor market and promotes their professional growth, as
well as facilitates international cooperation and exchange
of experience. For each of the competencies, the
qualification levels are substantiated, as well as the
knowledge and skills corresponding to them (See Table
2).

Table 2: Skill levels

Ne | Skill levels

Basic levels (solving simple problems with instructions focusing on memorization)

orientation towards understanding)

2 | Intermediate levels (solving specific and routine tasks and simple (hereinafter — non-standard) problems with an

3 | Advanced levels (solving various tasks and problems with a focus on applying knowledge and skills in practice)

The development of professional competence
of future information security specialists requires the
development of methodological and theoretical
foundations that ensure a holistic approach to training. In
our work, we considered and used the university
specifications of the quality programs "6B01 - Computer
Science, IS, ICT". When writing the article, we used the
following scientific research methods: observation,
information collection, processing of scientific literature,
and secondary data analysis based on the information
obtained.

MATERIALS AND METHODS

The methodological foundations include
defining the goals and objectives of training, choosing
methods and means, and assessing their effectiveness.
The theoretical foundations are based on the fundamental
principles of pedagogy and psychology, as well as
specific knowledge in the field of information security.
The main components of the formation of professional
competence include:

Theoretical training: Study of basic information
security concepts and techniques such as cryptography,
data protection and risk management.
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Practical training: Performing laboratory work, 2. Educational  application  programs  and
participating in projects and internships, which allows laboratory technical devices for ensuring
you to apply theoretical knowledge in practice and information security.
develop professional skills [18]. 3. Teaching aids: teaching aids,

recommendations, instructions, system of test

Critical Thinking and Problem Solving: assignments.

Development of skills in analyzing and evaluating 4. Consulting and information: teacher-student

information, identifying threats and developing interaction platform.

strategies to prevent them. 5. Interdisciplinary interaction: integration of
academic disciplines into blocks, complexes

Interdisciplinary approach: Integration of and modules based on the interdisciplinary
knowledge from various fields such as law, management component.
and information technology, which provides a 6. Research into students’ personal
comprehensive approach to learning. characteristics: a system of diagnostic tools for

determining psychological characteristics of

Ethical aspects: Inclusion of issues of information perception.
professional ethics and responsibility in the training 7. Monitoring: a system of tools for continuous
program, which contributes to the formation of a high tracking and quantitative and qualitative
level of professional culture and awareness of the interpretation of the level of development of
importance of the work of specialists for society. professional competence.

8. Result-corrective: a system of tasks to

The structure of the developed educational determine the level of actual assimilation of
environment of the process of professional training of educational content; corrective tasks.
bachelor’s in information security (Figure 5) includes the 9. Modeling of an individual educational learning

following blocks:
1. Technical means of teaching: network and
multimedia systems, ICT.

trajectory: a system of tasks that considers the
individual personal qualities and level of
knowledge of the student, facilitating the
creation of an individual educational trajectory
along the path from “success to success”.

Engagement an
emerg:ng ;nu( ™y

(Personal Social
Identity formation, resihence, well-being Scaffolding relationships with others
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Fig. 5: Structure of the educational environment

The development of methodological and
theoretical foundations allows us to create effective

learning process, as well as their impact on the
quality of training specialists.

educational programs that ensure high-quality training of 2. Development and evaluation of new teaching

information security specialists and their compliance methods: Exploring different teaching methods

with modern labor market requirements. such as project-based learning, simulations and

gaming technologies and their impact on

Future research in the field of training information students’ development of critical thinking and
security specialists may focus on the following aspects: problem-solving skills.

1. Analysis of the effectiveness of integrating the 3. Research of international cooperation and

latest technologies into educational programs:
Research on the use of virtual reality, artificial
intelligence and quantum computing in the

exchange of experience: Analysis of successful
examples of international cooperation in the
field of training information security specialists,
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study of best practices and their adaptation for
various educational systems.

4. Evaluation of long-term results of the
implementation of international standards and
certifications; A study of the impact of
international standards and certifications on the
career growth of specialists, their professional
mobility and competitiveness in the global labor
market.

5. Studying the impact of globalization on the
requirements  for  information  security
specialists:  Analysis of changes in the
requirements for knowledge and skills of
specialists in the context of globalization, study
of new challenges and development of
recommendations for educational institutions
and governments.

RESULTS AND DISCUSSION

The study identified key aspects that influence
the training of information security specialists in the
context of globalization. Modern challenges and trends
in cybersecurity require flexible and adaptive
educational programs. The growth in the number and
complexity of cyber threats, the changing nature of
attacks, and the impact of globalization on information
security highlight the need to integrate the latest
technologies and teaching methods.

The implementation of the educational
environment in the process of professional training of
students in the field of information security allowed us to
organize a holistic system of mediated management of
training. The experimental implementation of groups of
pedagogical conditions for the formation of the
educational environment of the process of training
Bachelor of Information Security was carried out in
several stages. Figure 6 shows the general structure of
the pedagogical experiment.

Intial state

Nhe final state

e experimeaental

The experimental
group Exper
—a

I
4
The control

group

Qroup

——
- Ix
.

- The control

group

ime

Fig. 6: Structure of the pedagogical experiment

At the stage of entrance testing, the level of
professional competence is usually formed at the
reproductive (minimum) level, then based on the system
of diagnostic tools, the level of formation of components
of professional competence was determined only by 4

criteria. Thus, the generalized coefficient of assimilation
can be used to compare the results of training in different
groups and streams of students. It can also be correlated
with the usual 28ECTS scale of the point-rating system
of academic performance assessment (see Table 3).

Table 3: Distribution of students by levels of development of components of professional competence of Bachelor
of Information Security in control (CG) and experimental (EG) groups at the final stage of the experiment

Groups Level of development of professional competence
c [<5)
e ® = » o o
85 © = S >
S = =] x 2 =
S5 g o = 5
it 5 2 g 5
14
1 2 3 4 5 6 7
E EG | Number of students 28 54 35 33
2 Percentage of students, % | 19 36 23 22
g, KG | Number of students 25 57 33 35
g = Percentage of students, % | 17 38 22 23
>
EG | Number of students 11 72 38 29
2 Percentage of students, % | 7 48 25 19
= KG | Number of students 70 13 45 22
8 Percentage of students, % | 47 9 30 15
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= EG | Number of students 35 35 38 42
% Percentage of students, % | 23 23 25 28
[}

2 KG | Number of students 30 40 45 35
E Percentage of students, % | 20 27 30 23
= 9 EG | Number of students 24 43 55 28
5 g Percentage of students, % | 16 29 37 19
==

25 é KG | Number of students 48 24 42 36
S £ Percentage of students, % | 32 16 28 24
o 8

o EG | Number of students 43 52 32 23
£ 9 Percentage of students, % | 29 35 21 15
2 KG | Number of students 48 60 19 23
o« Percentage of students, % | 32 40 13 15

Based on the results of the entrance control,
diagrams were constructed of the distribution of students
by levels of professional competence of future bachelors

of information security in the control and experimental
groups (Fig. 7).

4500%
40
4000%
35

3500% 32
3000%
2 50056
2000%
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10005

S00%
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21

13

Fig. 7: Distribution of students by levels of development of professional competence of future Bachelor of

Information Security in control and experimental groups at the ascertaining stage

One of the main findings of the study is the
importance of introducing international standards and
certifications into educational programs. This will
standardize the knowledge and skills of specialists,
increase their competitiveness in the global labor market
and facilitate international cooperation. An example of
successful integration of international standards can be
certification preparation programs.

Cooperation with the industry and the
integration of real cases and projects into the curriculum
contribute to the development of students' skills in the
practical application of theoretical knowledge and a
better understanding of real problems and tasks. This
interaction helps students gain the experience necessary
to work in a rapidly changing digital environment. A
necessary condition for ensuring the effectiveness of the
implementation of the educational environment of the
process of professional training of bachelor’s in
information security is a combination of the use of

competency-based, differentiated and personality-
oriented approaches using research and heuristic
methods.

The use of a competency-based approach to
training allows us to fulfill the target component of the
requirements of the standard of the training direction
“Information Security and Information Protection” for
the level of development of students’ general cultural,
general professional and professional competencies. A
differentiated approach, in turn, allows us to determine
students’ personal models of information perception,
organize their effective interaction when working in
small groups and performing research work.

The above conclusions indicate that the issues
of the integrated use of training tools in the training of
specialists in the field of information security are a
promising area and require further scientific research.
The conducted study does not exhaust all aspects of

© 2025 | Published by Scholars Middle East Publishers, Dubai, United Arab Emirates

592



Kymbat Saginbayeva et al, J Adv Educ Philos, Dec, 2025; 9(12): 585-594

creating conditions for the formation of an educational
environment for the process of professional training of
information security specialists

CONCLUSION

The future of information security education
includes the integration of emerging technologies and
teaching methods, such as virtual reality, artificial
intelligence, and quantum computing. These innovative
approaches will enable more effective and adaptive
curricula that can respond quickly to changes in the
cybersecurity landscape. Interdisciplinary approaches
and collaboration with industry will play a key role in
educational programs, providing students with access to
real-world cases and practical experience.

The introduction of international standards and
certifications will contribute to the standardization of
knowledge and skills of specialists, facilitating their
international mobility and cooperation. In future studies,
it may be appropriate to expand our study on the
importance of developing double degree programs and
international internships, which will allow students to
receive education in different countries and improve
their qualifications at the global level, which contributes
to the formation of a network of professional contacts
and the exchange of best practices in the field of
information security.

The study analyzed the importance of training
information security specialists in the context of
globalization. The study identified current challenges
and trends related to the growth of cyber threats,
changing nature of attacks, and the impact of
globalization on information security. Particular
attention was paid to the analysis of existing programs
for training specialists in the context of globalization,
identifying their shortcomings and problems, and
reviewing the experience of successful programs and
initiatives. Recommendations were offered for the
creation of flexible and adaptive training programs, the
implementation of international standards and
certifications, and the training and advanced training of
future specialists.

In  conclusion, this study provides a
comprehensive framework for the future development of
modern education. focusing on the need to create flexible
and adaptive curricula, implement international
standards and certifications, and the importance of
training future information security specialists in the
context of globalization.

LIMITATION

The results emphasise the critical need for
digital literacy in cybersecurity to develop skills and
meta-cognitive capabilities, thereby supporting students'
autonomy. The critical difficulties can impede their
ability to engage in independent training, critical

thinking and self-reflection. There is also a problem, as
the content and training of the course are evaluated by
students.

SUGGESTION

Further  researchers should conduct a
comparative analysis between various universities to find
out how aspects of globalisation affect students'
competence in cybersecurity. Student autonomy skills
differ from institutional conditions. The variety of
socioeconomic, cultural or educational origins can affect
the level of autonomy and digital literacy in
cybersecurity, which limited respondents cannot
completely represent.
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